TAVIAR
Developer Specification — v5.2 FINAL
Hebrew RTL Jewelry Certificate Printing Tool · Israeli B2B
PHP + MySQL + Vangos Shared Hosting · May 2025

IMPORTANT — READ BEFORE STARTING
This document (v5.2) is the ONLY source of truth. TAVIAR_v10.html and TAVIAR_admin.html are visual references only — do NOT copy their logic. Do NOT build by editing those HTML files directly. Recreate the UI inside app.php and admin.php according to this spec.

Do NOT copy from the HTML files: PAID=true, fake credit-card fields, canvas print, shop-name onboarding by user, fake charge buttons, hardcoded demo data, billing history screens.

1. What This Product Is
TAVIAR is a Hebrew RTL web tool for Israeli jewelry shops. It is NOT a certificate designer. It is a controlled print-positioning tool.

The physical TAVIAR certificate page is pre-printed by TAVIAR and supplied to each shop. It already has diamond background, geometric pattern, and scale charts. The software ONLY prints user content into three blank white rectangles.

✕  Do NOT render the certificate background, graphics, scale charts, or borders in production print. They are already on the physical paper.
✓  Preview may simulate the full certificate appearance. print.php must output ONLY Zone A / Zone B / Zone C.

2. File Reference Guide
	TAVIAR_Dev_Spec_v5.2.docx
	THIS FILE — single source of truth. All backend logic, DB, PHP files, print behavior.

	TAVIAR_v10.html
	UI REFERENCE ONLY — login screen, OTP screen, RTL editor layout, upload component, watermark concept. Do NOT copy: PAID flags, canvas print, fake CC fields, shop-name onboarding.

	TAVIAR_admin.html
	ADMIN UI REFERENCE ONLY — table layout, edit panel, badge styles. Do NOT copy: fake charge buttons, billing history, hardcoded data, revenue stats.



✕  Do NOT build by editing TAVIAR_v10.html directly. Recreate the UI in app.php per this spec. The HTML files are for visual inspiration only.

3. Physical Certificate Layout
Pre-printed page: 200mm x 150mm landscape. Software prints ONLY into three blank zones:

	Zone A — Left, Top
	~80mm x ~80mm — product detail fields + shop name (small, anti-fraud)

	Zone B — Right, Top
	~50mm x ~50mm — product photo only

	Zone C — Right, Bottom
	~50mm x ~55mm — shop name + logo (LOCKED, admin-set)

	Bottom strip
	Scale charts — PRE-PRINTED. Do not render in production print.



⚑  Final zone x/y/w/h values MUST be calibrated on real TAVIAR paper before print.php is complete.

3.1 Shop Name Anti-Fraud — 4 Locations
1. Zone C — primary display
1. Zone A header — small, gold-colored text
1. All 4 page corners — subtle but present
1. Diagonal watermark — PREVIEW ONLY, not in production print

4. Shop Name — Critical Rule
✕  Users CANNOT set or change their shop name. There is NO onboarding screen for shop name in the user app.
Shop name is set ONLY by admin in admin.php. User sees it loaded automatically on login.

✕  In app.php and print.php: shop_name and logo_path MUST come from DB via $_SESSION['user_id']. NEVER from $_POST or $_GET.
// CORRECT
$user     = loadUser($_SESSION['user_id']);
$shopName = $user['shop_name']; // DB only

// WRONG — never do this
$shopName = $_POST['shop_name']; // FORBIDDEN

5. Stack — Fixed, No Exceptions
	Hosting
	Vangos shared hosting — existing account

	Language
	Plain PHP 8.x — NO Laravel, NO Composer, NO frameworks

	Database
	MySQL via cPanel

	Frontend
	Plain HTML/CSS/JavaScript — NO React, NO Vue, NO TypeScript

	SMS/OTP
	InforUMobile — HTTP POST + XML

	Payment v1
	Manual admin activation — no Tranzila, no cron, no card UI

	Payment v2
	Tranzila hosted iframe — separate future milestone

	Photo upload
	Desktop file + QR mobile — PHP upload + JS polling (no WebSocket)

	Forbidden
	Node.js, Docker, WebSocket, Supabase, Railway, VPS, cloud DB, Laravel, Composer



6. PHP Files
	config.php
	All credentials as PHP constants. Outside public_html if Vangos allows; otherwise .php only (never expose .bak/.txt backup). Block directory listing.

	db.php
	PDO connection. Prepared statements everywhere. No string concatenation in SQL.

	index.php
	Login: phone input → OTP grid → session → redirect to app.php

	send_otp.php
	POST: validate Israeli phone (05XXXXXXXXX only), generate 6-digit OTP, save to otp_codes (5 min TTL, attempt tracking), send via InforUMobile

	verify_otp.php
	POST: validate OTP (attempt limit, expiry, used flag), create $_SESSION[user_id], redirect to app.php

	logout.php
	session_destroy() + redirect to index.php

	app.php
	Main editor: session check + subscription check + load shop from DB + render form + canvas preview (preview only, not production print)

	upload.php
	Photo upload: MIME check, 5MB max, random hex filename, save to /uploads/, update qr_sessions

	qr_mobile.php
	Mobile page: camera capture button, POST to upload.php

	check_photo.php
	Polling: JSON {found, url}, queries qr_sessions by session_key

	print.php
	CRITICAL: session + subscription check + load shop from DB + output only Zone A/B/C using @page 200mm x 150mm CSS

	admin.php
	Admin: bcrypt password login, user search by phone, set shop_name/logo, set subscription status/expiry. v1 only — NO billing history, NO charge-now, NO revenue stats.


⚑  pay.php and cron_billing.php: v2 only — do NOT deliver in v1.

7. Database Schema
users
CREATE TABLE users (
  id         INT AUTO_INCREMENT PRIMARY KEY,
  phone      VARCHAR(20)  NOT NULL UNIQUE,
  shop_name  VARCHAR(200),
  logo_path  VARCHAR(500),
  created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
  updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP
);

otp_codes
CREATE TABLE otp_codes (
  id            INT AUTO_INCREMENT PRIMARY KEY,
  phone         VARCHAR(20) NOT NULL,
  code          VARCHAR(10) NOT NULL,
  expires_at    DATETIME   NOT NULL,
  used          TINYINT(1) DEFAULT 0,
  attempt_count TINYINT    DEFAULT 0,
  ip_address    VARCHAR(45),
  created_at    TIMESTAMP  DEFAULT CURRENT_TIMESTAMP,
  INDEX idx_phone (phone)
);

subscriptions
CREATE TABLE subscriptions (
  id         INT AUTO_INCREMENT PRIMARY KEY,
  user_id    INT  NOT NULL,
  plan       ENUM("monthly","yearly") DEFAULT "monthly",
  status     ENUM("active","inactive","cancelled") DEFAULT "inactive",
  expires_at DATE NOT NULL,
  notes      TEXT,
  created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
  updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP,
  FOREIGN KEY (user_id) REFERENCES users(id)
);

⚑  Tranzila token fields are NOT in v1 schema. Add in v2 only as a separate migration.

qr_sessions
CREATE TABLE qr_sessions (
  id          INT AUTO_INCREMENT PRIMARY KEY,
  session_key VARCHAR(64) NOT NULL UNIQUE,
  user_id     INT NOT NULL,
  image_path  VARCHAR(500),
  expires_at  DATETIME NOT NULL,
  created_at  TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);

8. print.php — Most Critical File
✕  Never use canvas PNG export for production print. Always use server-side print.php with CSS @page and physical mm coordinates.

8.1 Access Gate
<?php
session_start();
require 'config.php';
require 'db.php';
if (empty($_SESSION['user_id'])) {
    http_response_code(403); exit('Not authorized');
}
$userId = (int)$_SESSION['user_id'];
$user   = loadUser($userId);
$sub    = loadActiveSubscription($userId);
if (!$sub) {
    http_response_code(402); exit('Subscription required');
}
$shopName = $user['shop_name']; // DB only — never from POST
$logoPath = $user['logo_path']; // DB only
$sku      = htmlspecialchars(trim($_POST['sku']  ?? ''));
// ... all other fields from POST

8.2 loadActiveSubscription — Correct PHP
function loadActiveSubscription(int $userId): ?array {
    $pdo  = getDB();
    $stmt = $pdo->prepare(
        "SELECT * FROM subscriptions
         WHERE user_id = ?
         AND status = 'active'
         AND expires_at >= CURDATE()"
    );
    $stmt->execute([$userId]);
    return $stmt->fetch(PDO::FETCH_ASSOC) ?: null;
}

8.3 Print CSS — Physical mm Coordinates
✕  Use left: Xmm (from physical left edge). Do NOT use right: for zone placement — causes RTL/browser confusion.
@page {
  size: 200mm 150mm landscape;
  margin: 0;
}
html, body { width:200mm; height:150mm; margin:0; padding:0; }
.print-page { position:relative; width:200mm; height:150mm; overflow:hidden; }
.zone { position:absolute; overflow:hidden; }

/* APPROXIMATE — calibrate on real TAVIAR paper before finalizing */
.zone-a {
  left:7mm; top:7mm; width:80mm; height:80mm;
  direction:rtl; text-align:right;
}
.zone-b {
  left:143mm; top:7mm; width:50mm; height:50mm;
  /* left = 200 - 50 - 7, measured from physical left edge */
}
.zone-c {
  left:143mm; top:67mm; width:50mm; height:55mm;
}

⚑  RTL note: left:143mm = 143mm from the physical left edge of the landscape page. RTL affects text-align and direction inside the zone only — not box placement.

8.4 Print Calibration Procedure
1. Print calibration grid on blank paper (lines at 10mm intervals)
1. Print on real TAVIAR paper, check all 3 zone alignments
1. Measure drift per zone in mm, adjust left/top values
1. Test in Chrome: scale=100%, margins=none, headers/footers=off
1. Test in Edge
1. Document final values: browser, printer model, settings, calibrated x/y/w/h per zone
1. Record in README.txt

✕  Do not mark print.php milestone as done until tested on real TAVIAR paper. Do not pay final 50% until physical alignment is confirmed.

9. Security
1. PDO prepared statements everywhere — no string concatenation in SQL
1. htmlspecialchars() on all output
1. CSRF token on all state-changing POST forms
1. session_start() + user_id check at top of every protected page
1. shop_name/logo_path: always from DB, never from $_POST/$_GET
1. Uploads: getimagesize() validation, 5MB max, random hex filename, /uploads/ only
1. uploads/.htaccess: block PHP execution (see Section 10)
1. Disable error display in production: display_errors = Off
1. OTP: attempt_count per code, resend rate limit (max 3 per 10 min per phone), 5-min expiry, single-use

10. config.php & uploads/.htaccess
10.1 config.php
<?php
define("DB_HOST",         "localhost");
define("DB_NAME",         "your_db_name");
define("DB_USER",         "your_db_user");
define("DB_PASS",         "your_db_password");
define("INFORU_USER",     "your_inforu_username");
define("INFORU_PASS",     "your_inforu_password");
// Generate hash: php -r "echo password_hash('YOUR_PASS', PASSWORD_BCRYPT);"
define("ADMIN_PASS_HASH", "$2y$12$...");
define("UPLOAD_DIR",      __DIR__ . "/uploads/");
define("UPLOAD_URL",      "https://yourdomain.com/uploads/");
define("SITE_URL",        "https://yourdomain.com");
// v2 Tranzila — add only when implementing payment:
// define("TRANZILA_TERMINAL", "...");
// define("TRANZILA_PW",       "...");
?>

In admin.php, verify with:  password_verify($_POST['password'], ADMIN_PASS_HASH)

10.2 uploads/.htaccess
Options -Indexes
RemoveHandler .php .phtml .php3 .php4 .php5 .php7 .php8
RemoveType    .php .phtml .php3 .php4 .php5 .php7 .php8
php_flag engine off

11. OTP — InforUMobile
11.1 Phone Validation
function normalizePhone(string $input): ?string {
    $digits = preg_replace('/\D/', '', $input);
    if (strlen($digits) === 10 && substr($digits, 0, 2) === '05') {
        return $digits; // valid: 0501234567
    }
    return null; // reject
}

✕  Israeli-only. No country-code selector in UI. Accept 05XXXXXXXXX only.

11.2 SMS Send — Correct XML Concatenation
function sendSmsOtp(string $phone, string $code): bool {
    $xml =
        '<?xml version="1.0" encoding="UTF-8"?>' .
        '<Inforu>' .
        '<User>' .
            '<Username>' . INFORU_USER . '</Username>' .
            '<Password>' . INFORU_PASS . '</Password>' .
        '</User>' .
        '<Content Type="sms">' .
            '<Message>TAVIAR code: ' . $code . '</Message>' .
        '</Content>' .
        '<Recipients>' .
            '<PhoneNumber>' . $phone . '</PhoneNumber>' .
        '</Recipients>' .
        '</Inforu>';
    $url    = 'https://api.inforu.co.il/SendMessage.ashx?InforuXML=' . urlencode($xml);
    $result = file_get_contents($url);
    return $result !== false;
}

⚑  SMS text uses plain English ("TAVIAR code: 123456") to avoid encoding issues with Hebrew in SMS payloads.

12. Payment — v1: Manual Admin Activation
✓  v1 uses manual subscription activation by admin. No Tranzila, no cron, no card UI needed.
1. Customer pays externally (bank transfer, Bit, etc.)
1. Admin opens admin.php, finds user by phone, sets status=active + expires_at
1. App checks: status='active' AND expires_at >= CURDATE()

✕  v1 admin.php must NOT include billing history, charge-now buttons, revenue stats, or failed-payment automation. These are v2 only.

12.1 v2 Tranzila — Future Milestone
1. Tranzila hosted iframe only — no card fields in TAVIAR UI
1. Success callback verifies transaction server-side
1. Token saved to subscriptions; cron_billing.php charges daily
✕  Never collect credit card numbers in TAVIAR UI. Never use frontend PAID flags. Print gate is always server-side.

13. QR Photo Upload
1. Desktop creates qr_sessions row: 32-char random key, user_id, expires_at=NOW()+10min
1. QR code (qrcode.js CDN): https://DOMAIN/qr_mobile.php?session=KEY
1. Phone opens URL → one button → <input type=file accept=image/* capture=camera>
1. Phone POSTs to upload.php → MIME check → /uploads/RAND.jpg → update qr_sessions
1. Desktop polls check_photo.php?session=KEY every 3 seconds
1. On found: display in Zone B preview, close modal
⚑  No WebSocket. No Node.js. Simple PHP + JS polling. Works on Vangos shared hosting.

14. Admin Panel — v1 Scope Only
✕  v1 admin.php must NOT include: billing history, charge-now, revenue stats, failed-payment automation. Build only what is listed below.

	Screen 1: Login
	Password field. password_verify() against ADMIN_PASS_HASH. PHP session.

	Screen 2: Subscriber List
	Table: shop name | phone | plan | status badge | expiry | Edit button. Search by phone/name. Filter: All/Active/Inactive.

	Screen 3: Edit Subscriber
	Fields: shop_name, logo_path (file upload), plan, status, expires_at, notes. Large Save button.

	Screen 4: Add New
	Phone + shop name + plan + initial expiry. Inserts to users + subscriptions.



14.1 Hebrew UI Labels
	Page title
	ניהול מנויים — TAVIAR

	Login heading
	כניסה לניהול

	Password label
	סיסמה

	Login button
	כניסה

	Dashboard heading
	לקוחות ומנויים

	Add button
	+ הוסף לקוח

	Search placeholder
	חפש לפי טלפון או שם...

	Column: shop name
	שם החנות

	Column: phone
	טלפון

	Column: plan
	תוכנית

	Column: status
	מצב

	Column: expiry
	תוקף עד

	Column: actions
	פעולות

	Status: active
	פעיל ✓

	Status: inactive
	לא פעיל

	Status: cancelled
	מבוטל

	Action: edit
	ערוך

	Edit heading
	עריכת לקוח

	Field: shop name
	שם החנות (נעול למשתמש)

	Field: logo path
	לוגו (נתיב קובץ)

	Field: plan
	תוכנית מנוי

	Field: status
	מצב מנוי

	Field: expiry
	תוקף עד (תאריך)

	Field: notes
	הערות פנימיות

	Save button
	שמור שינויים

	Back button
	חזרה לרשימה

	Add heading
	הוספת לקוח חדש

	Save new button
	הוסף לקוח

	Confirm cancel
	בטוח לבטל את המנוי?



15. Deliverables — v1 Only
1. config.php (with ADMIN_PASS_HASH — bcrypt)
1. db.php (PDO, loadUser, loadActiveSubscription)
1. index.php
1. send_otp.php
1. verify_otp.php
1. logout.php
1. app.php
1. upload.php
1. qr_mobile.php
1. check_photo.php
1. print.php — calibrated mm values, tested on real TAVIAR paper
1. admin.php — v1 scope per Section 14 only (no billing history, no charge-now)
1. taviar_schema.sql (all 4 CREATE TABLE statements)
1. uploads/.htaccess
1. README.txt: Vangos deploy, DB import, upload chmod 755, final calibrated print values, browser/printer settings

✕  Do NOT deliver pay.php or cron_billing.php in v1. These are v2 scope only.

16. Fiverr Brief — Copy Exactly
Build a lean PHP/MySQL MVP for TAVIAR — a Hebrew RTL B2B tool for Israeli jewelry shops.

Stack (fixed): plain PHP, MySQL, plain JS, Vangos shared hosting. NO Laravel, NO Composer, NO Node.js, NO Docker, NO VPS, NO cloud DB.

The app:
1. Israeli phone OTP login (05XXXXXXXXX only, no country selector)
2. Hebrew RTL product form
3. Optional desktop or QR mobile photo upload (PHP upload + JS polling, no WebSocket)
4. Protected watermarked preview (canvas preview only — not production print)
5. Server-side print gate: print only if subscription active in DB
6. print.php outputs content into exact physical zones on a pre-printed 200x150mm landscape certificate. Background/charts are already on the paper — do not print them.

Critical rules:
- shop name/logo set by admin only, loaded from DB by session. No user onboarding for shop name.
- No fake payment logic. No frontend PAID flags. No credit card fields in TAVIAR UI.
- Print uses @page CSS in mm coordinates, not canvas PNG export.
- v1 payment: manual admin activation only. Tranzila = separate v2 milestone.
- v1 admin: user search, shop name/logo edit, subscription status/expiry. No billing history, no charge-now.

Deliverables: config.php, db.php, index.php, send_otp.php, verify_otp.php, logout.php, app.php, upload.php, qr_mobile.php, check_photo.php, print.php (calibrated on real paper), admin.php, SQL schema, uploads/.htaccess, README.

Budget: fixed price $350-$500 USD. 50% upfront, 50% after physical print test confirmed on real TAVIAR paper.

17. Screening Questions
1. Can you build this in plain PHP/MySQL without Laravel, Composer, Node, or Docker?
1. How will you prevent direct access to print.php without an active subscription?
1. Where does shop_name come from in app.php and print.php? (correct: DB only via session)
1. Why is frontend PAID=true unacceptable for production?
1. How will you position print zones in mm on a 200x150mm page without using canvas?
1. What is the difference between the canvas preview and production print.php?
1. Will you collect credit card numbers in TAVIAR UI? (correct answer: no)
1. How will you validate Israeli phone numbers?
1. How will you limit OTP brute-force and resend abuse?
1. How will you safely validate and store uploaded images?

✕  Reject if they mention: Laravel, React, Firebase, Supabase, VPS, WebSocket, "just print the canvas," localStorage for subscription, or credit-card fields in the app UI.

18. Timeline & Budget
	Day 1
	DB schema + config + db.php + OTP login end-to-end

	Day 2
	app.php: session, subscription gate, all fields, canvas preview

	Day 3
	QR upload: qr_mobile.php + upload.php + check_photo.php

	Day 4
	print.php: @page CSS + calibrate on real TAVIAR paper

	Day 5
	admin.php: v1 scope only (search, edit shop name, subscription status/expiry)

	Day 6
	Security: CSRF, prepared statements, OTP limits, upload .htaccess

	Day 7
	Deploy to Vangos, SSL, full QA, README, handover

	Budget
	$350-$500 USD fixed. 50% upfront, 50% after physical print test confirmed.



⚑  Do not pay final 50% until print.php is tested on real TAVIAR paper and zone alignment is physically confirmed.

TAVIAR — v5.2 Final · Ready for freelancer
